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Abstract

Survivors of workplace labor abuse disclose sensitive ex-
periences online to build collective power, seek support, and
warn others. Doing this without triggering retaliation or fur-
ther abuse requires achieving targeted visibility: reaching sup-
portive audiences while remaining hidden from abusers. Ex-
isting social media tools offer limited support for navigating
the tensions between visibility, trust-building, and obscurity,
and current threat models for at-risk groups do not account for
these dynamics. We report findings from interviews with 17
survivors of labor abuse who disclosed their experiences on-
line. Survivors disclose to different platforms and audiences
to manage risk and evade adversaries. Yet, these strategies
often fail to meaningfully reduce risk and can also undermine
their goals. We extend existing frameworks of at-risk tech-
nology use by foregrounding targeted visibility and conclude
with implications for designing systems that better support
survivors of labor abuse and other interpersonal harms.

1 Introduction

Workplace labor abuse (LA) is widespread and costly in the
United States [14, 115]. It includes economic exploitation
(e.g., wage theft, nonpayment, breach of contract, financial
scams) [7], discrimination [115], health and safety violations
(e.g., resulting in injury or illness) [62], and sexual miscon-
duct [76]. Yet, these harms are often underreported through
formal grievance procedures, such as those administered by
organizations’ Human Resources groups (HR), government
agencies, and other regulatory bodies [45,65]. Although these
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procedures purport to support victims of LA, they too per-
petuate harm. Many forms of LA are embedded within these
structures themselves. Distrust in institutions, employer re-
taliation, workplace consequences, and incentive misalign-
ments between victims and organizations, further silence vic-
tims [26, 65, 102].

Thus, LA survivors turn to covert communication chan-
nels called whisper networks, to covertly disclose workplace
LA [45]. Historically, these networks have existed offline in
physical workplaces, where LA survivors share details (e.g.,
perpetrator names), while trying to evade detection by adver-
saries, such as individual abusers and complicit institutional
actors [10,45,66, 105]. This allows LA survivors to broadcast
warnings, seek support, and collectively organize [45].

To transcend the limits of physical communities in building
collective power and obtaining support, LA survivors also
use social media and communication technologies to con-
duct these communications at scale. The scale and reach of
the internet have enhanced grassroots organizing [30, 54, 88,
90], warnings about perpetrators [28,37, 111], and support-
seeking [35, 121]. Yet, this scale is not without risk. Survivors
also experience retaliation and harassment from individuals
and organizations while navigating the reach of their disclo-
sures in digital channels. These consequences were especially
salient following the #MeToo movement in 2017 [1,50].

LA survivors seek rargeted visibility: to have their disclo-
sures widely believed and acted upon by those who could
provide support, participate in collective action, or otherwise
benefit from the information, while avoiding individual and
institutional adversaries. To vet confidants and build trust in
physically-located whisper networks, survivors have histori-
cally used coded signals delivered via indirect references and
body language [45]. Yet, these approaches are near-infeasible
in large online channels. In these channels, LA survivors make
sensitive disclosures to broad audiences, sometimes on the
order of thousands of people, where vetting and trust-building
are challenging. Furthermore, the technologies they use to
make these disclosures (e.g., social media, email, messaging
applications, and collaborative documents) have limited secu-



rity and safety guarantees that balance the competing needs
between visibility, trust-building, and obscurity [35].

Targeted visibility is a contextual risk factor that puts on-
line disclosers of LA at risk of digital safety threats. Within
Warford et al.’s framework of at-risk users, targeted visibility
is most closely related to prominence [119]. However, the
idea of prominence—that individuals (e.g., celebrities, con-
tent creators, activists) are targeted for their notability in a
population—is framed as a static and inherent attribute of the
at-risk individual. In contrast, targeted visibility is dynamic
and tied to the spread of information. It emerges from an
active safety calculus where survivors weigh disclosure goals
against potential harms. The choices they make shape both
the reach of their disclosures and their exposure to risk.

Similar disclosure tensions have been previously studied
among other groups, including online daters, content creators,
and disability activists [15,21, 101]. This work identifies how
such groups navigate these tensions within single platforms,
often by adapting existing platform features for their goals.
We build on this by considering how LA survivors construct
audiences across multiple platforms, revealing design require-
ments for new tools, rather than adaptations of existing ones.

The targeted visibility sought by LA survivors also resem-
bles the goals and risks that activists balance, but key differ-
ences necessitate a distinct threat model. Two key differences
are the adversary capabilities and their goals for their online
communications. While activists, especially political activists,
face nation-state adversaries with extensive technical, politi-
cal, and social capabilities, LA survivors face locally powerful
adversaries (e.g., managers or employers) who have economic
and reputational leverage, but lack the resources and technical
expertise of a nation-state. Activists often seek broad reach
to drive collective action [3, 16, 44]. As we find, LA sur-
vivors sometimes also seek to mobilize, but also have other
disclosure goals. These span influencing specific individuals,
reforming institutions, and obtaining personal resolution. This
combination of goals is not documented in prior work. The
tensions that arise from pursuing individual and collective
goals simultaneously, in shared groups, and under adversarial
conditions, reveal a novel design space.

To characterize this design space, we study the threat model
introduced by targeted visibility in the context of LA online
disclosures, responding to the call of Usman and Zappala for
human-centered threat modeling that considers “other fac-
tors of context” [116]. We conduct semi-structured interviews
with 17 labor abuse survivors who have disclosed their experi-
ences online, focusing on four research questions. We refer to
the communication networks our participants use as digital
whisper networks (DWNs).

RQI. Structure: What types of technologies (e.g., their af-
fordances and governance structure) do participants
use to disclose their experiences? (Section 4)

RQ2. Goals: What goals do participants have when sharing

their experiences? How do their goals shape which
technologies they use? (Section 4)

RQ3. Risks: What risks do participants experience or per-
ceive when using DWNs? How do risks relate to the
disclosure and/or the technology? (Section 5)

RQ4. Mitigations: What decisions do participants make dur-
ing disclosure? How do these decisions relate to their
goals and risks? (Section 6)

We find that LA survivors have three goals when disclosing
their experiences in DWNs and that the vast majority seek
to broadcast their experiences to as many people as possible.
Participants fear, and try to self-protect against, four risks:
uncontrolled-resharing of their disclosure beyond its intended
audience, retaliation by an abuser, reputational damage, and
networked harassment. Targeted visibility amplifies tensions
between participants’ goals, risks, and the intended impact of
their disclosure. Participants’ self-protective strategies often
require them to prioritize one objective over others despite
uncertainty about the consequences of these tradeoffs. For in-
stance, some participants obfuscate details about their abusive
experience (e.g., name of perpetrator) and their own identity.
Yet, such information is often necessary for the community
to trust them and act on their disclosure.

We conclude with a set of recommendations for sociotech-
nical interventions that could help LA survivors decide what,
to whom, and how to disclose that draw on human factors
and cryptographic techniques. While our results and implica-
tions focus on LA survivors, we discuss how our work can be
extended to other at-risk groups that may also seek targeted
visibility when making online disclosures.

2 Related Work

In this section, we discuss related work on (1) secure commu-
nication among at-risk groups and (2) online disclosures.

2.1 Secure Communication

Participants in a DWN hope to communicate securely by
having their online disclosures evade adversaries. At first
glance, this suggests a connection to the huge literature on
secure communication via encryption [23,31,75,87,104].
Some of this literature studies encryption for at-risk
groups, including activists, journalists, lawyers, and politi-
cians [13,73,98, 119]. For instance, Dafalla et al. found that
activists in the Sudanese revolution favored E2EE messaging
apps for communication [16]. And Albrecht et al. found simi-
lar results for protesters in Hong Kong [3]. Other work has de-
veloped private communication tools for specific groups [78].
For instance, McGregor et al. [73] surfaced limitations of en-
cryption for journalists, which Lerner et al. [64] built on to
design an encrypted email client for journalists and lawyers.



More recently, Di Salvo analyzed an encrypted system for
journalists and whistleblowers to communicate [22].

This literature focuses on a computationally powerful net-
work adversary and it assumes that secret messages are not
sent to the adversary as plaintexts. We consider an abuser
(e.g., a manager or employer) that is computationally weaker,
but might attempt to infiltrate the online communities where
disclosures are made and observe messages as plaintexts.

2.2  Online disclosures

Support-seeking and collective organizing. Prior work
has studied support-seeking in online communities, includ-
ing around sensitive topics like health [80, 81, 125], sexual
abuse [4,47,79,121], and precarious work [6, 100, 124]. This
work finds that people turn to online communities for support
when institutional resources are inaccessible or fail to meet
their needs. For instance, Gui et al. [33] found that limited
access to healthcare providers and offline social support led
women to seek medical support from online communities
during pregnancy. Similarly, Barakat et al. [6] found that sex
workers turn to online communities to share experiences with
exploitation and seek advice. While some of this work inves-
tigates how individual people seek support online, other work
has studied how communication technologies support broader
social movements around sensitive topics and abuse [24].

Online community and action have been studied among gig
workers [103, 114, 124]. This work finds that gig work’s dis-
tributed nature, low pay, isolation, and precarity drive workers
to seek community online [34, 67,95, 124]. They use both
mainstream social media and community-owned technologies
to combat power imbalances [97], wage theft [40], privacy
concerns [100] and algorithmic opacity [42]. Yet, little is
known about online disclosures of labor abuse in more tradi-
tional work, which is our focus. We also consider how workers
navigate both the goals and risks of disclosures.

Anonymity online.  Online support-seeking in sensi-
tive/stigmatized contexts has pronounced social risks, which
create barriers to disclosure and help-seeking. Prior work has
studied anonymity [17,46, 122] and pseudonymity [25,61]
as protections in these contexts. Obscuring one’s identity can
protect against socially-induced risks [17] by creating greater
social distance between people and their network [2]. Peo-
ple manage these boundaries by participating in anonymous
social media sites, creating throwaway accounts [5,61] and
maintaining distinct online personas [36,41,70, 113]. Kang et
al. [48] found that some of the adversaries people try to evade
online through anonymity are organizations and employers,
the two primary adversaries we consider in our work.

Prior work also identifies the limitations of online
anonymity, from both security and behavioral perspectives.
Regarding security, it is easy to re-identify someone by linking
information like gender, age, diagnoses, zip code, and birth

date [57]. Yet, people may underestimate these risks [57,59].
Thus, recent work supports more privacy-informed disclo-
sures [56,57]. We extend this by identifying goals for online
abuse disclosures that must be considered in addition to the
risks. On the behavioral side, online anonymity weakens so-
cial ties and increases harassment and toxicity [49,68,82,118].
This has sparked new design ideas that balance credibility
and privacy, such as meronymity [107]. Our work suggests
concrete problems these ideas might apply to.

3 Methods

We interviewed 17 adults in the US who have shared about
labor abuse in a DWN. In this section, we describe our par-
ticipant selection process, interview procedure, data analysis,
and the limitations and ethical considerations of our study.

3.1 Participant Recruitment

We recruited participants in the US who have shared a la-
bor abuse experience in a DWN. Because DWNs often use
private channels, recruitment is challenging. Thus, we used
broad recruitment strategies. We shared a recruitment flier
(Appendix D) through our social media accounts (X, LinkedIn,
Facebook, and Reddit) and asked moderators of closed labor-
related online groups to share it in their communities. We also
asked professional contacts to advertise within their profes-
sional networks and at relevant events. We employed snow-
ball sampling, asking participants to share information about
our study with others in their communities. Finally, we re-
cruited some participants via Prolific. In total, we recruited 14
participants through social media, networking, and snowball
sampling and 3 participants through Prolific.

Potential participants did a brief sign-up survey, which we
used to filter out those who did not meet our criteria. We
invited participants to the study if they indicated having expe-
rienced some type of labor abuse, per our definition (Section 1)
and having shared it with others via social media and/or mes-
saging apps. To ensure we did not exclude users of DWNs
who do not know or associate with the term “DWN,” we did
not use the term in our recruitment materials and interviews.

When selecting interviewees we tried to balance across
self-reported gender, race, and work industry. In the end, our
participants represent nine industries: healthcare (4), service
(3), the arts (2), technology (2), academia (2), industrial (1),
hospitality (1), law (1), and journalism (1). Appendix C sum-
marizes their demographic and professional backgrounds.

We interviewed participants until saturation. We did not
seek saturation in each industry, but rather across the whole
dataset since cross-industry comparisons were not our goal.



3.2 Data Collection

We conducted 18 interviews on Zoom from April to August
2024, excluding one that was topically irrelevant from the
dataset. The lead researcher conducted all interviews while
1-2 members of our team took notes. Interviews were in En-
glish and lasted 30-60 minutes. All interviews except one
were audio-recorded with participant consent. For the other,
the participant (P6) consented to note-taking, so two team
members took detailed notes for our data analysis. We com-
pensated participants with a $30 Amazon gift card.

In the interviews, we first asked participants to describe
what they do for work and to describe the negative experience
they had indicated sharing with a DWN in the sign-up survey.
We did this (1) for more details on participants’ abuse experi-
ence, and (2) to confirm that participants met the study criteria.
We then asked participants questions on the following topics.

Membership, goals, and community structure. We asked
participants about the types of communities where they dis-
close and their reasons for sharing with those groups. We
then asked about the composition and structure of those com-
munities: their relationships with other members, the digital
platforms that support the group, and the norms that govern
how members share and engage with content.

Perceived risks of sharing. Next, we focused on partici-
pants’ perceived risks in sharing via DWNs. We asked about
both hypothetical concerns and previously experienced harm.

Trust. We asked participants what factors they use to de-
termine whether another member in the network (and the
content they share) is trustworthy. We also probed about com-
munity guidelines for handling bad actors within the network
to further understand community structure and governance.

Security. Finally, we asked participants questions about
theirs and the community’s defenses against perceived risks.
We also asked about their overall feelings of safety in DWNs.

The full interview protocol is in Appendix A.

3.3 Data Analysis

We qualitatively analyzed the transcripts using codebook the-
matic analysis [8]. We began with a few deductive codes based
on our research questions, interview questions, and prior the-
oretical affinity for the goal-risk-behavior paradigm. Then,
three researchers independently coded two transcripts induc-
tively, met to discuss differences, wrote a codebook, collabo-
ratively coded a third transcript, and updated the codebook.
Then, two researchers independently coded the remaining
transcripts, met to resolve all differences, inductively updated
the codebook, discussed emerging themes, and ultimately
agreed on the codes for each transcript. We do not report
inter-rater reliability, following the guidance of McDonald
et al. [72]. In our study, codes were a “process” to surface

themes; they were not the “product”, and all coders coded all
transcripts. Agreement was reached for each transcript.

We iteratively sorted codes into thematic categories by
using memos, revisiting data, and engaging all researchers
in regular discussion [83]. The themes describe participants’
goals for joining and sharing with DWNs, their perceived
threats, the mitigations they use for those threats, and how
their goals and perceived threats influence platform selection.
See Appendix B for the final codebook.

3.4 Limitations

Our study has several limitations. First, our sample skews to-
ward participants who self-selected into the study and engage
in more visible DWNs. Our results do not extend to people
who do not disclose to DWNs. And, within those that do dis-
close, our participants may represent a less risk-averse group.
We hypothesize that non-disclosers perceive greater risks,
fewer benefits, and reason about them differently. People who
do not disclose in DWNs may also choose other venues, on
or offline, to disclose. Identifying these in future work would
be valuable for designing technology-based interventions.

While we reached thematic saturation, our sample size is
too small to generalize, as with all interview studies, or to
draw meaningful comparisons across specific dimensions.
Thus, we do not differentiate our results by industry, platform
type, abuse category, or participant background. Instead, we
characterize the unified goal/risk space across several labor
industries. Given the sensitive nature of the interview top-
ics, participants may have misrepresented some details. To
reduce social desirability bias, we framed participants as ex-
perts of their own experience at the start of each interview.
Finally, our study does not include people who are discussed
in DWNs, who may also experience harm (e.g., defamation).
This perspective may be important for future work.

3.5 Harms

To contextualize our findings, here we explain the kinds
of abuse that our participants disclosed in DWNs: eco-
nomic/professional, psychological/social, and sexual/physical.
The perpetrators were individual and/or institutional adver-
saries with varying power and capacity for retaliation.

Eight participants discussed economic and professional
harms, in which colleagues or supervisors appropriated their
labor (P4), withheld pay (P1, P2, PS5, P8), or took credit for
their work (P7, P14). Eight participants also reported psycho-
logical and social harms by the same types of actors, including
psychological abuse (P6, P12), non-sexual harassment (P13,
P14, P16, P17), and race (P1, P8, P13) and gender-based dis-
crimination (P17). Finally, seven participants described sexual
and physical harms from individuals or systemic organiza-
tional failures, like unwanted touching (P2, P3, P5, P11, P15),
sexual harassment (P1, P11), and workplace hazards (P9).



Behavior and Goal FBG MG BAF PVT
Broadcasting:

preventing harm v v v

documentation v

relieving frustration v v
Support-seeking:

validation and empathy v v

advice v
Organizing:

mobilizing action v v v

Table 1: Participants find that different goals align better with
different platform modalities. The modalities are: feed-based
group (FBG), messaging group (MG), broad-audience feed
(BAF), and publicly-visible threads (PVT).

4 Goals of Digital Whisper Network Behaviors

Formal LA grievance procedures are often ineffective and
harmful [37,60,67]. Our participants feared formal reporting’s
pitfalls, such as social shame, lack of documentation with
survivor attribution, and physical or financial retaliation; 13
participants found formal reporting to be nonviable. Thus,
they turned to DWNSs, strategically constructing audiences
across social and messaging platforms to achieve the targeted
visibility they believed necessary to meet their goals.

In this section, we systematize DWN behaviors into three
classes: (1) broadcasting abuse experiences, (2) soliciting sup-
port, and (3) organizing community. We also characterize
the underlying goals that motivate each of these behaviors,
and connect these goals to participants’ use of four platform
modalities: feed-based groups, broad-audience feeds, messag-
ing groups, and publicly-visible threads. Table | summarizes
the connection between behaviors, goals, and platform choice.

To protect privacy, we did not require participants to name
specific platforms. Thus, we do not name specific platforms,
except as examples.

4.1 Broadcasting Abuse Experiences

Traditional whisper networks create an informal, “safe” envi-
ronment in which to disclose abuse [45, 89] to inform other
vulnerable individuals. In line with this, we find that 15 partic-
ipants used DWNss to broadcast their experiences. We identify
three underlying goals that motivate this.

Preventing harm to network members. Twelve partici-
pants sought to warn others about an attacker that they might
interact with in the future, similar to the goals of non-digital
whisper networks [45]. These warnings were particularly
important to participants whose professional networks were
highly connected and therefore largely reputational. For in-
stance, P15, who works in entertainment, shared their experi-
ence and their attacker’s name via a social media feed where

they had thousands of followers. “[I was] super connected
with a lot of other models and photographers online...if peo-
ple were to work with this person in the future, at least [they
would be] aware [...] and could then make a judgment call
whether or not to work with that person again.” Participants
varied in how broadly they hoped their warning would reach,
especially as they weighed their disclosure goals against po-
tential harms and this shaped which platform types they used
to construct their audiences. Yet, regardless of the platforms
they used to disclose, participants all shared a desire to “save’
others by sharing information they would have liked to know
themselves before the abuse (P4, P6), which was viewed as
an “obligation” (P4) or duty to the broader community.

i

Seven participants sought to warn as many people as possi-
ble, thus leveraging platform structures that facilitate connec-
tion to large audiences via feeds. This enabled participants to
“make a public statement about a perpetrator of violence and
harm in a way that otherwise someone might not know about
them” (P8). The majority of these participants leveraged feed-
based groups: open or closed communities where members
can access or contribute posts to a shared feed (e.g., a closed
Facebook group where moderator approval is required to join).
Participants chose affinity-based groups organized around
shared characteristics such as gender, race, religion, or inter-
est, reasoning that these groups would allow them to reach
those who would be likely to encounter the perpetrator and
experience similar harms. “I think that was why I could trust
the group [of cleaning staff], because I felt like someone in
the group. We're like family, we just share ideas.” (P4)

Others prioritized broader reach by sharing via platforms
that aggregate posts (e.g., X, Meta). This allowed participants
to warn people who might not be in their immediate social
networks, since unlike feed-based groups, broad-audience
feeds do not have a clearly defined membership boundary.
Participants thus found them useful for “mak[ing] a public
statement about a perpetrator of violence and harm in a way
that otherwise someone might not know about them” (P8).

Five participants wanted to warn specific people and chose
messaging groups for direct or small group communication
(e.g., text, WhatsApp, Facebook Messenger, or direct mes-
sages on Slack and Instagram). “I used slack and whatsapp
to communicate to the people I work with that I don’t feel
comfortable working with this person.” (P7) This goal was
especially salient among people who worked in physical work-
places with close-knit communities. “We should not withhold
anything that might be of concern regarding work. We should
not cease to make comments or posts...that will make the
group, the department, and the organization as a whole, a
better and safer place for all of us.” (P9)

Documenting firsthand harms. Three participants used
features of feeds (such as wide-reaching visibility, re-posting
functions, and archived content), to semi-formally document
their abuse. P10 explained that they posted in a feed-based



group in case their attacker pursued legal action: “Say like a
huge case comes up...I felt like I needed to share to have a
witness.” Even if a post did not explicitly request a witness or
discuss legal action, participants felt that — by sharing with a
large audience — they could better find a witness in the future.

A few participants saw documentation as an explicit step
towards legal action. One hoped that by participating in a
DWN, they could better understand the feasibility of compos-
ing a class as a basis for legal action (P7). The financial cost
of formal legal support made participants turn to DWNs for
this kind of advice. “/DWNs] can help us get a real court
case...because most of the people that I know on that group
are not actually rich. They’re just comfortable...it’s not easy
to pay $100 per hour” (P2)

Relieving emotional frustration. Sharing negative expe-
riences is known to be therapeutic and key in survivors’ re-
covery, especially through writing [5, 86]. Corroborating this
in the context of labor abuse, we find that seven participants
disclosed via DWNs seeking to relieve frustration. For them,
the disclosure was cathartic, irrespective of others’ responses.
“I was just ready to let it out.” (P11) These participants chose
platforms with large audiences to “tell anybody that would
listen.” (P4) These included feed-based groups and broad-
audience feeds, as well as publicly-visible threads: discussion
spaces that can be viewed by any internet user without plat-
form login, such as a public subreddit. Those who sought
responses from their audience in the form of emotional sup-
port and guidance prioritized feed-based groups where they
could better connect with their audience over shared charac-
teristics. We discuss these in Section 4.2.

4.2 Soliciting Support

All 17 participants disclosed abuse to DWNs for emotional
support (e.g., validation) or for specific advice on managing
abuse in their workplace. This corroborates prior work on the
goals of online, post-abuse support-seeking [5,6,29,35,121].
In addition to corroborating this prior result for labor abuse,
we extend prior work by connecting people’s support-seeking
goals to their decisions about which platforms to use.

Validation and empathy. Thirteen participants sought
emotional support. Eight sought others with similar expe-
riences, to know they are not alone: “[/I was] looking for, has
anybody else [had] these experiences, like am I crazy? Just
kind of looking for validation” (P16). Similarly, P8 explained
that others’ experiences helped them see that they were “not
the only one...suffering like this.” Participants explained that
similar experiences helped them feel less hurt (P13) and “get
clarity” (P3). “We might not share the same story, but we
can understand what other people are going through.” (P2)
Five participants sought sympathy: “/DWNs] are like a small
group of family that really want to help each other...[when]
someone just went through a really big bullshit.” (P5)

Participants seeking validation and empathy disclosed via
platforms where they could connect with others over shared
experiences. Thus, they shared in small messaging groups
with known contacts or in feed-based groups based on a
shared identity characteristic or interest that could facilitate
support-giving. “I wanted a community that would actu-
ally resonate well with me, a community that makes me feel
that sense of belonging. So I just went to a black support
group.” (P12) Small messaging groups connected participants
with close online or in-person friends. “Hey, just wanted to
share if you have time. This thing happened to me...1I just want
to talk it out.” (P6) Larger feed-based groups balanced the
desire for connection with the desire to obtain raw, unfiltered
empathy from strangers. “I love when I get to hear of honest
reaction, honest sympathy” (P2).

Job and Situational Advice. Fourteen participants dis-
closed abuse in the hopes of obtaining advice on how to
handle particular situations, even post-facto. “Most of our
stories is asking questions. “Okay, here’s what went down.
Here’s what I did. Do you think what I did was right? Do you
think I could have done something else? Did I handle this
correctly?”” (P17) Several reported feeling guilty for what
they had experienced and wanted others to tell them “what
[they] could have done to remove this whole situation” (P3)
so that they could “be more careful next time.” (P9)

Participants sought advice mostly from feed-based groups
that began as online spaces to share job advice, like leads
and/or resources, and over time, people came to see them as
relevant spaces for asking for advice regarding abuse. P6,
who created such a community, explained that over time,
as employees started leaving the company, group members
opened up to discuss negative experiences with their manager.
Similarly, P16 explained that one community was first about
classes, but later served a dual purpose to “communicate like,
“Hey, this is happening to me, is anybody experiencing this?””

Like those seeking validation and empathy, participants
seeking advice also appreciated the diversity of opinions that
feed-based groups afford. “That’s the thing about the plat-
form. You get to see different people’s opinions to different
things...not everybody will tell you what you want to hear...You
have the positive replies, you have the negative replies” (P3).
While the majority of participants seeking advice shared in
feed-based groups, P12 and P17 felt these groups were too
restrictive in the audiences they enabled. Thus, they shared
more widely, in publicly-visible threads. P17 wanted to sup-
port passive observers who might feel that membership in
a DWN is too risky (P17): “[The group] being public does
help for those people who are just trying to get their feet
wet, and they don’t want to share things necessarily about
themselves. But they’re looking for advice.” (P17) P12 only
wanted opinions from strangers because “I wanted a genuine
concern”. They worried that people they knew might give
them a “biased outlook of the whole situation.”



4.3 Organizing Community

All but two participants disclosed abuse to DWNs to build
community, take collective action, and practice agency over
their situation. In particular, participants wanted to mobilize
action to improve the safety of their own and others’ work.

Mobilizing Action. Participants hoped their sharing would
drive systemic change. They sought more than just retribu-
tion against their abuser; they sought to lead and be part of a
movement addressing systemic issues in their physical com-
munities. “It’s never a one-off thing...I'm trying to show that
we’re all having this experience, and we need to mobilize as
a community about this experience.” (P8) Formal reporting
systems are not designed for this. Thus, to make “the depart-
ment and organization a better place and a safer place for all
of us” (P9), participants turned to DWNs.

Feed-based groups, messaging groups, and broad-audience
feeds were all used to mobilize action. Participants explained
that within their immediate physical communities, it is unclear
whether abuse is happening to one or multiple individuals (P6).
Thus, large-audience platforms, such as feed-based groups
and broad-audience feeds, were useful in connecting with
others with similar experiences. “We’re all spread across the
country, but we know that as a group we’re better, we act as
one voice...we all know if we act individually, things are not
going to change.” (P17) Smaller messaging groups served
to coordinate offline meetups to organize in more intimate
settings, often after participants have first identified potential
connections through larger online communities. For instance,
P2 explained that some people in a DWN they are a part of
had been meeting in person “hanging out and just comforting
each other.” These offline meetings can help participants open
up, even if they are reluctant to share details online (P6).

5 Disclosure Risks

DWNs also expose participants to harm. Now, we show how
DWNs reproduce some risks of formal reporting, and intro-
duce new risks exacerbated by their digital platforms. We find
four key risks, and we highlight how resulting harms arise
from both participants’ goals and the platform types they use
to disclose to DWNss.

While participants primarily discussed hypothetical
risks/concerns, some of these were also experienced harms,
either by participants or someone they know in a DWN. For
each risk, Table 2 reports the number of participants who fear
it, have experienced it, or know someone who has.

5.1 Uncontrolled re-sharing

Attack vector. Prior work has shown that technologies
can harm users’ autonomy in both digital and physical set-
tings [12, 95]. Such harm arises both from platforms that

Harm Feared Heard-of Experienced
re-sharing 9 2 0
retaliation 8 5 2
reputational damage 6 1 0
harassment 10 5 4

Table 2: For each risk, the number of participants who fear it
(hypothetically), know someone who has experienced it, and
have personally experienced it. These counts are cumulative.

limit or distort the information available to users [43, 112]
and from devices that enable direct control over users’ physi-
cal actions [27, 110]. Nine participants feared harms to their
autonomy stemming from uncontrolled re-sharing of their
disclosures in DWNs. Sharing information digitally allows
anyone with access to the data, including someone “authenti-
cated” within the network, to aid an attacker. “They might take
the whole text, screenshots, and everything, and send them
back to whoever you had a disagreement with.” (P10) Here,
the scale and reach of digital platforms (especially feed-based
groups, broad-audience feeds, and publicly-visible threads)
enabled information to surpass its intended bounds. Even
when disclosures were targeted via messaging groups, partici-
pants noted that digital permanence made it difficult to control
spread. “You may know who you’re talking to, but you never
know who they’re going to talk to.” (P1) Goals to broadcast
disclosures and/or collectively organize exacerbated risks of
uncontrolled resharing.

Harm. Participants worried that if their disclosures went vi-
ral, their intended message could be harmfully misinterpreted,
either by their abuser or by another adversary. “When people
start sharing screenshots, they’re always telling their version
of what has happened...If [the context of the story] is not
shared completely, it can influence people.” (P7) P8 agreed,
worrying that “someone will literally take what I'm saying
and manifest violence out of it.” Uncontrolled re-sharing
threatens autonomy and also contributes to fears of retali-
ation (Section 5.2) and reputational damage (Section 5.3).

5.2 Retaliation

Attack vector.  Eight participants feared that the original
abuser might discover their participation in a DWN, either
through uncontrolled re-sharing or otherwise, and retaliate
physically or financially. Similar to other types of interper-
sonal abuse, like intimate partner violence [11], participants
feared that the platforms that facilitate DWNs may serve as
an attack vector for perpetrators. The same platform features
that enable the benefits of DWNs (Section 4) also create this
risk. Participants explained that sharing identifying details
about their experience (like their workplace, profession, or



location) often increases their credibility within the network
and builds trust, making others more likely to act on their
disclosure: “We share information about where we work...we
share everything that has happened...most actually use their
real name...[Otherwise] you might be talking to a pedophile,
someone who has committed some really sick crime.” (P5)

Harm. Participants noted the risks inherent to sharing this
information. “If there’s enough information in those posts,
they know that you're talking about them and they might come
and hunt you down in real life.” (P17) Some participants faced
direct physical threats for disclosing. “I was warned by the
person who assaulted me, that I shouldn’t report to anyone
or he would get me killed.” (P2) Others feared they could lose
their job, or face challenges finding a new one, compounding
existing financial insecurity: “The ultimate reason they chose
not to hire me was...traced back to me expressing myself on
socials about things that happened to me.” (P8)

5.3 Reputational damage

Attack vector. Prior work has found that survivors may
hesitate to disclose interpersonal abuse to family, friends,
or support services due to fears of reputational harm [85].
Our participants also expressed this concern; furthermore, we
find that disclosing labor abuse via DWNs heightens these
fears. Six participants described concerns about reputational
damage from sharing their experiences digitally, especially
if close friends, family, or colleagues were unknowingly in
the same online communities, or followed their social media
accounts. For instance, P15 worried her family might learn
about the sexual abuse she experienced at work through social
media: “[I shared] NSFW stuff that I wouldn’t talk about with
my family...I wasn’t as open with them in general at the time.”

Harm. Participants feared lasting damage to their relation-
ships with others. Some worried that those close to them
“might see me in a different way.” (P3) Others worried that
if work colleagues found out, especially if they disclosed
on workplace platforms like Slack and LinkedIn, it would
be “an uncomfortable situation...to be acting like that in a
public professional space.” (P7) Some who identified with a
marginalized group felt an increased risk of reputational dam-
age, credibility loss, and diminished impact. “I’m disabled,
I’'m queer, and Black. When I say these things, I look angry,
and I'm perceived as coming at this from anger.” (P8)

5.4 Harassment

Attack vector. Prior work has shown that despite their ben-
efits for support-seeking, online communities can also expose
members to harassment [52, 69]. Ten participants saw this
risk in DWNs: “You want a support system. You don’t want
people telling you, “Oh, you're nasty! You could have avoided

this”.” (P3) The scale and reach of digital platforms, and the
challenges of moderating large networks, make it difficult to
establish community norms shared by all members and for
prospective members to discern what those are. Therefore,
participants were often unsure how others would respond to
their experiences and if they would align with the commu-
nity’s values. For example, participants wondered whether
“people will use your story to make jestery” (P2) or whether
“half of the people are going to say this is ridiculous.” (P1)
In Section 6.1, we discuss how some of participants’ safety
mitigations can exacerbate the risk of networked harassment.

Harm. This risk illustrates Marwick’s morally motivated
networked harassment: when a member of an online commu-
nity accuses a target of violating community norms, ultimately
resulting in coordinated harassment at scale within the entire
community [69]. In DWNs, networked harassment threatens
further harming those who have the most to gain from these
communities — the people marginalized by formal reporting
systems, including women, people of color, and those facing
work precarity [55,71,109]. For instance, P4 explained that af-
ter her disclosure, “someone said I was lying, that the admins
should take me out [of the group] and that maybe I am the
scammer”. Sometimes participants hesitated to disclose via
DWN:s, fearing “cancel culture” (P1), and “being attacked by
white supremacists” (P8) or “chastised by [co-workers]” (P9)
who disagreed with their stories.

6 Mitigations and Goal/Risk Tensions

Despite the risks, participants still found value in disclosing
via DWNSs: “I had a very unique voice that people wanted to
hear and needed to hear. And so that’s what motivated me to
stay, even when the online space became a bit more negative
and elitist.” (P9) Participants shared various ways they try to
mitigate the risks to use DWNs more safely.

In this section, we describe participants’ mitigations and
highlight where their strategies are in tension with their goals
and/or risks. We summarize these relationships in Table 3.
Ultimately, we find that many mitigations can make goals
(Section 4) harder and/or exacerbate risks (Section 5). We
present design recommendations to address some of these
tensions in Section 7.1.

6.1 Navigating Disclosure and Obfuscation

We find that the degree of information disclosure differed
greatly across participants. They must navigate complex trade-
offs when choosing whether to disclose personally-revealing
details, the identity of their attacker, and their own identity.
Fourteen participants said that when they disclose, they ob-
fuscate details about their experience, such as the name of the
perpetrator, workplace, and others involved. “I was very care-
ful not to include certain details that can be traced back to me.



Obfusc. Anon. Dist. Deleg.
goals  broadcast X X X v
support v
mobilize X X X v
risks  re-sharing X
retaliation v v X
reputation v v v
harassment X viX

Table 3: A summary of the synergies and tensions in our
findings between participants’ mitigations (columns) and
goals/risks (rows). A v'indicates a synergy (supports a goal
or reduces a risk), while an X indicates a tension (impedes a
goal or amplifies a risk). A blank indicates that we found nei-
ther. Mitigations include: obfuscation (Obfusc.), anonymity
(Anon.), sharing with an audience at greater social distance
(Dist.), and delegating audience management to group admin-
istrators (Deleg.).

Not saying the name of my clinic, not saying what city I'm in,
especially about the situation.” (P16) Participants believed
that these omissions could protect them from retaliation and
reputational harm by making it harder for attackers to identify
them. While most participants obfuscated to protect against
a perpetrator within the group or an insider who might leak
details, some also sought to protect themselves from search
engines: “I try not to share geographically locating infor-
mation, identifiable information, or names and places...I get
so many views, my socials are the first thing that comes up
when you Google my name. So I just don’t want to create that
search engine optimization link.” (P8)

Six participants shared anonymously. Participants believed
that separating their identity from their account would pro-
tect them not only from retaliation and reputational harm,
but also from networked harassment. For instance, P2, who
has experienced networked harassment, explained that they
share anonymously because “people can really hurt you if
they actually know you”. Similarly, P3 explained that sharing
anonymously “is the only way you can be yourself...I couldn’t
share the whole thing because people would have done the
blaming thing of ‘this could have been avoided’.”

While obfuscation and anonymity have clear benefits, they
are also in tension with other goals and risks. Prior work has
found that obfuscation and anonymity can increase harass-
ment, limit accountability, and decrease community partici-
pation [5,6,58,118,121]. Among our participants, we find
that anonymization and obfuscation exacerbate networked
harassment. Anonymity may protect participants from of-
fline risks, such as retaliation and reputational damage. Yet
some experienced greater online harassment in anonymous
spaces, echoing prior work on online flaming [59]. Partic-
ipants thus faced a choice between two kinds of exposure:

offline risks (retaliation, reputational harm) versus online risks
(networked harassment). For instance, P2 described hurtful
comments they received when disclosing LA anonymously
via a publicly-visible thread: “Sometimes it’s depressing to
see most of the hateful things you see. Reddit is harsh...it’s
the reason I like the [non-anonymous] private group because
any hateful comment would definitely be out of the group.”
We also find that anonymity and obfuscation are in tension
with participants’ broadcasting, support-seeking, and organiz-
ing goals. Anonymity and obfuscation undermine credibility
and trust, which are requirements for warnings and collective
action efforts to succeed. For instance, P16 decided which
stories to trust and react to based on whether “[the other per-
son] shares things that most people would find confidential.”
These details are used as a trustworthiness metric in many
DWNs, in lieu of the coded signals used in traditional offline
whisper networks [45], because “you don’t have that level of
detail about these things unless you are truly going through
them.” (P17) Anonymous or seemingly unreliable posts im-
pede the trust that sustains community safety: “I made sure
not to miss anything that might want someone else to like
doubt, whatever it is, that I posted or commented.” (P9) We
discuss some ideas to support privacy tradeoffs in Section 7.1.

6.2 Managing Audience Access
6.2.1 Audience Social Distance

Twelve participants engaged in audience management, using
characteristics about their audience to to try to control who
had access to their story initially, mostly in feed-based groups.
Participants considered the social distance between them-
selves and their audience. In addition to avoiding LA perpetra-
tors, participants also avoided offline contacts. Seven avoided
sharing with networks with close contacts, including friends,
family, or immediate coworkers. They did this for two main
reasons. First, they feared sharing with those closest to them
and “being seen in a different light” (P3) especially when
their experiences do not fall into societal norms of abuse: “I
didn’t want to share with friends and family because I felt
like a disgrace. If friends and family actually heard what had
happened it would be like, oh, he isn’t man enough” (P2).
Second, some participants believed that connections that
were too close might not offer relevant advice either because
their closeness could bias the advice, or because they might
not have the right context: “I didn’t want to share this with
my family members. Like what would they tell me about it?
They are not even working in this space?” (P7) When sharing
in feed-based groups, participants sought DWNs that felt like
“neutral ground,” (P3) where others had enough shared context
to understand and for the information to be relevant and ac-
tioned upon, but not enough proximity to affect their offline
relationships. In the absence of formal vetting mechanisms,
participants used shared identity or loose ties as proxies for



trustworthiness, disclosing in groups built around common
interests, or where they knew someone distantly but had no
close contacts: “I wanted a community that would actually
resonate well with me, a community that makes me feel that
sense of belonging.” (P12) This creates a core tension. The
ideal audience excludes perpetrators and sometimes close
contacts, while still reaching relevant people.

6.2.2 Delegation

The scale and reach of feed-based groups, broad-audience
feeds, and publicly-visible threads make audience manage-
ment challenging. While participants can make decisions
based on characteristics of the community as a whole, they
are unable to vet individuals, especially in communities with
hundreds to thousands of members. This makes it challeng-
ing for participants to both protect their safety and construct
audiences that are large enough for broadcasting and mobi-
lizing. Thus, DWNs often delegate admissions decisions to
a centralized moderator that operates on behalf of members
using some criteria or group norm (e.g., personal attributes of
a prospective member).

In DWNSs, moderators implement strict safety controls, such
as vetting stories before posting them on members’ behalf,
or collecting significant personal information from potential
members. P3 noted that in one such group moderators post
on behalf of members as a safety measure because “every-
body knows all the stories do not belong to the admin.” (P3)
P4 described the strict verification requirements of some of
the groups they are in: “you have to drop your name, your
number, your home address...you have to submit a 360 de-
gree picture to show you're a real person. [And] a video
introducing yourself and telling them what you do.” (P4)

The presence of a central admin made participants feel
safer, especially in large spaces where they might not know,
or trust, individual members. “I don’t know that I can trust
the group [members] alone. But I know that I can trust the
process of meeting people in the group. I know how I joined,
and I know the rules about joining. And I know everyone in
the group is invited by the admin.” (P13) Even when partic-
ipants did not trust the admin or understand the governance
procedures, they still trusted the existence of a process: “I
didn’t know if I could trust [the admin]. All I know is I didn’t
have a choice. I had to tell him everything because that’s part
of the process. I needed to trust the process even if I didn’t
trust him.” (P14)

Yet audience delegation also heightens risks for individual
members. Moderators make group-level safety decisions that
may not account for individual circumstances (e.g., what pro-
tects one member may expose another). Human moderation
is also inherently error-prone [77]. One participant described
how despite collecting detailed personal data to authenticate
members, moderators in a DWN they participate in were still
unable to keep bad actors out: “Someone’s account got hacked,

like a member of the group and we were not informed [by the
moderators].” (P4) This left members vulnerable to exactly
the uncontrolled resharing and retaliation that delegation was
meant to prevent. In Section 7.1 we discuss approaches for
supporting moderators in authenticating members and giving
individuals greater agency over their own safety, even within
large online communities.

6.3 Platform Selection Considerations

Lastly, 10 participants chose DWNs based on platform char-
acteristics they believed made those platforms safer. These
were primarily interface- or marketing-level features rather
than formal security guarantees.

Some participants shared via platforms and/or accounts
they associated with professionalism, equating this with
greater security and a more relevant, trustworthy audience. “I
found Slack more professional because there are a lot of pro-
fessional groups that I'm part of and I work with, as compared
to, let’s say, WhatsApp, which is very much personal” (P7).
Others shared via platforms whose affordances they equated
with stronger security, such as those that facilitate private
groups or ephemeral posts. For example, P15 shared via Insta-
gram stories' that allowed them to “not have [the perpetra-
tor’s | name and the situation permanently on, like a regular
post.”

While these affordances made participants feel safer, it is
not clear that they actually reduce risk. Participants’ mental
models of platform security were driven by perceptions of
security, amounting to a form of security theater that may
increase risk by obscuring the actual tradeoffs involved. As a
result, platform choice was driven more by what a platform
enabled than by what it protected against.

Formal security features were rarely considered in select-
ing platforms to disclose to DWNs. Only P6, who works
in information security, deliberately chose a platform (e.g.,
Signal) for its encryption properties. Others used end-to-end
encrypted (E2EE) messaging apps incidentally, because they
happened to suit their goals: notifying specific individuals,
seeking support from a small group, or coordinating in-person
meetings (Section 4). While E2EE messaging apps secure
communication for many at-risk groups [16, 63,98], our find-
ings indicate that these apps may not be relevant to the needs
of LA DWNs. These apps can protect against nation-state
surveillance, which is relevant to some at-risk groups (e.g.,
activists, journalists, and politicians) [120], but was not a
concern of the LA survivors in our study. Our participants
faced two different threats: (1) harm arising when their stories
spread in semi-trusted spaces and might reach an abuser or a
known contact, and (2) harm arising from networked harass-
ment and non-action when their disclosure is not deemed to be
trustworthy. This necessitates distinct security requirements
and design directions, which we discuss in the next section.

!nstagram stories are short-form content and disappear after 24 hours.



7 Discussion

Through semi-structured interviews with 17 survivors of LA,
we examine the goals and risks of disclosing such abuse on-
line, in digital whisper networks (DWNs). Protecting against
these risks is challenging; disclosure goals, risks, and intended
impact are often in tension and participants have few ways
to evaluate the tradeoffs of their decision-making. Here we
present recommendations for sociotechnical tools to better
support these disclosures (Section 7.1). We also discuss how
our conclusions may apply to other at-risk groups who engage
in similar communications (Section 7.2).

7.1 Design Recommendations

Navigating privacy tradeoffs. DWN participants navigate
the goals, risk, and impact of disclosure. Yet, the value of
different decisions is hard to compare, potentially increasing
risks or reducing impact. We suggest two research directions:
a tool to help people make informed privacy assessments in
context and a technology that could mitigate these tradeoffs.

Recent work has proposed tools to aid users in assessing
privacy risks in social media self-disclosures. Such work uses
LLMs to quantify privacy risk based on the size of the popu-
lation matching the given information [127] and studies how
this information should be presented [56,57]. Krsek et al. find
that to avoid dis-empowering users, privacy risk metrics must
consider the communicative intent of the disclosure and guide
users on how to balance these competing constraints [57].

To address the needs surfaced by our DWN participants,
we propose extending the work of Krsek et al. [57] to study
how to identify quantifiable metrics related to communicative
goals (e.g., goals and intended impact) in DWNs and how to
guide users in making tradeoffs that balance goals and risks.
For instance, future work could use engagement data from
similar posts within a DWN as a proxy for a disclosure’s po-
tential impact and adapt based on user feedback. Future work
could also examine how users want tradeoffs measured and
visualized, and how these preferences may change depending
on the disclosure goal (e.g., broadcast vs. support-seeking).

Another direction for mitigating privacy tradeoffs involving
credibility and trust involves a cryptographic tool called a ring
signature [96]. A ring signature allows a member of a public
organization to sign a message in a special way that proves the
message comes from someone in the organization, without
revealing whom. With ring signatures, an individual could
anonymously post a story about their employer or a perpetra-
tor, while still proving to the network that they are employed
at the organization. Future work could build a system for this
and experiment with its usefulness in DWNs.

Threshold cryptography [19] is a different tool that might
help participants in a DWN initiate collective action while
reducing privacy risk. The idea of threshold cryptography is
to reveal some object (like a message [18] or signature [20])

only once at least n (the threshold) users approve it. Perhaps
a suitable threshold cryptosystem could allow individuals to
post “encrypted” allegations of abuse to a group, in such a
way that their allegations automatically decrypt only once
there are n similar allegations posted. When implemented
into a tool for online disclosures, this might help individuals
find safety in numbers, without revealing their identity or
allegations until they have formed a sufficiently large group.

Socially-informed audience management. Tensions in
DWNs often stem from a desire to reach the “right” audience,
particularly when users have little control over who joins the
groups that define DWNSs. Perhaps we could give individuals
greater control over how their content spreads and to whom.

Many participants disclosed on existing social media plat-
forms with algorithmically-curated feeds. In one direction, we
propose studying new social media patterns to better support
LA disclosures. For example, recent work introduces a system
in which users share posts to a small group of trusted con-
tacts, who collaboratively decide whether and how to route
that content to broader audiences [126]. Future work could
study whether this design pattern improves DWNs, helping
members achieve their disclosure goals more safely.

In another direction, we propose systems for collective au-
dience management in private groups (e.g., some feed-based
groups). Currently, moderators individually make admissions
decisions with low-quality signals about the trustworthiness of
prospective members. Future work could leverage the rich so-
cial graphs underlying DWNss to study how groups’ collective
social capital might inform admissions decisions. For instance,
a system might help moderators find existing members who
could provide insight on an admission decision, leveraging
social knowledge. Or, it might passively use a group’s social
graph to give moderators information about how “trusted” or
“connected” a prospective member is to the current group,
leveraging classical work on trust in graphs [53,84] or more
recent work on private reputation systems [39].

Mitigating screenshot attacks. Our participants feared
that screenshots of their disclosure might reach an adversary.
Prior work, primarily on sex work [108] and non-consensual
intimate imagery [91], has also identified taking and sharing
screenshots as a challenge on digital platforms. Our findings
extend this prior work by showing how they can create specific
harms for LA survivors who disclose abuse online.

In this section, we discuss two kinds of technology — digital
rights management and deniability — which might be relevant.

One idea is to make it harder to take screenshots or copy
data. This is a form of digital rights management (DRM),
which has been studied for decades [99], and recently applied
to non-consensual intimate media [92]. DRM speaks to a core
participant concern, so further research could study whether
DRM could support DWNs. However, DRM also has signifi-
cant limitations — workarounds can always be found [38], for
example, by physically photographing the screen.



Another approach (paradoxically) is to make fake screen-
shots easier to forge. This is related to the cryptographic
and legal concept of deniability. Consider some data (e.g., a
screenshot) that could be used as evidence to convince some-
one of something (e.g., that a survivor has disclosed their
abuse). Deniability aims to undermine evidentiary value, by
making it easy to forge the data. If data is forgeable, it may
be less convincing.

Deniability has been well-studied [9, 32, 74] and deployed
to billions [106, 117] at the cryptographic layer, where it
undermines the evidentiary value of cryptographic objects
like ciphertexts and keys. Yet, this has been found to have
little effect on users in social settings [123], likely because
cryptographic objects are inaccessible to normal users, so
these objects are not used as social evidence anyway.

A recent direction in deniability, which we call deniable
Uls, seems more relevant. The idea is to build a chat app with
a Ul that enables undetectable modifications to the chat log.
This has been shown to effectively undermine evidence in
legal [94] and some social [93] settings. It would be interest-
ing to prototype a deniable UI for DWNs, and experiment
with it. We caution that this would be ethically delicate. De-
niability can be beneficial, but also harmful, depending on
the context [123]. The goal would be to determine whether
deniability causes more benefit than harm in a DWN.

7.2 Comparisons with Other At-Risk Groups

We study the goals, risks, and protective strategies of targeted
visibility-seeking when disclosing LA in DWNs. We focus on
LA survivors due to their long history with whisper networks.
Yet other at-risk groups who seek post-abuse support online,
including sex workers, survivors of intimate partner violence
or scams, online daters, and individuals who identify with
a vulnerable group (e.g., LGBTQ+, people with a disability,
etc.), may also participate in DWNs by actively trying to evade
adversaries in their disclosures. Future work may consider
how these groups navigate threats while balancing disclosure
goals and community impact.

While some tensions we find in the LA context may gen-
eralize across groups, differences in adversary capabilities
likely shape disclosure strategies. For instance, prior work on
online daters and content creators documents similar disclo-
sure tensions but studies these within single platforms [15,21].
LA survivors face targeted visibility tensions across multiple
platforms simultaneously, and under the additional constraint
of an adversary, which shapes how they construct audiences
using multiple social and messaging platforms.

Activists are perhaps the most similar to LA survivors but
are themselves diverse in their goals and adversaries. Some
activists face local adversaries including friends, family, and
community members [51,63], similar to LA survivors. How-
ever, activists primarily seek collective action, whereas LA
survivors simultaneously seek personal support, legal docu-

mentation, and collective organizing within the same disclo-
sure act. This combination of goals produces tensions that
activist privacy frameworks do not address. LA survivors also
differ from activists in their relationship to technology: politi-
cal activists often eschew technology, potentially reflecting
the scale and power of their adversaries [3, 16], whereas LA
survivors actively seek out technology and focus on managing
multiple disclosure channels and audience reach.

Beyond activists, other at-risk groups may also communi-
cate via DWNs. These groups have adversaries with distinct
approaches. Survivors of intimate partner violence face ad-
versaries in close physical proximity, often with access to
their devices. Political activists face nation-states with large
technical and social resources. And scam survivors face adver-
saries who operate large-scale distributed campaigns. These
differences may impact survivors’ protective behaviors and
the design requirements that follow.

8 Conclusion

We study how survivors of labor abuse use digital whisper net-
works as an alternative to formal reporting channels. Through
semi-structured interviews with 17 participants, we find that
survivors have several objectives they hope their disclosure to
DWNss will accomplish. Some of these paradoxically require
reaching a broad audience while managing visibility risks.
Participants’ decision-making for navigating these risks is
often at odds with their goals for reporting to DWNs and with
the norms of these communities. We formalize these risks in a
threat model and provide design recommendations for future
DWN reporting tools that better align user needs and safety.

9 Ethics Statement

Our study was reviewed and approved by our IRB, and we
took several additional measures to protect our participants.
First, DWNs seek covertness to reduce harm to their partic-
ipants. Thus, we did not ask participants to name specific
DWNs or platforms that they use. Some still disclosed this, in
which case we redacted the names from our transcripts. Sec-
ond, revisiting past abuse can be triggering; to minimize risk,
we informed participants about our focus during consent, and
emphasized that questions could be skipped or we could end
the interview any time. Further, we did not ask too many ques-
tions about the original abuse, since our focus was reporting.
Third, to protect privacy, we did not ask participants to name
employers, and we redacted any PII from transcripts. We did
use participant emails for scheduling and payment, but deleted
them after. Fourth, to reduce harm to researchers, interviews
had at least two researchers and researchers debriefed after
each interview.
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Interview Script

Reporting Background and Work Context.

1. You mentioned that you had shared a negative experience online. Could
you tell me a bit more about what you shared?

2. Who did you share that with?

3. Why did you choose to share that information with that group?

4. Could you describe what you do for work?

a.

Was the negative experience you shared something you experienced at
work or because of the work you do?

Membership and Structure.

1. How did you find the groups with which you shared your negative experi-
ence?

a. How does posting work?

. What digital tools or online spaces are involved?

. Are there particular roles members serve within these networks? What

are those roles and responsibilities?

i. Are there admins?
ii. How are they selected?

2. Who are the other people in the group?
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f.

a. Did you know them before joining the group?
b.
. What kinds of things do people discuss or share in the group?

Approximately how many people are in the group?

. Do you find any of this information helpful? Why or why not?

. Is there a way of knowing that people are who they say they are? How

are people vetted?

How do you know that you can trust the people in the group?

3. Why did you choose to share your experience with that (those) group(s)
in particular?

a.

b.

Were there parts of your experience that you decided to not share?
i. If yes, how did you decide what to share or not?

Did you share your experience with any other people beyond those
networks?
i. If yes, why those groups/individuals?
ii. If no, why did you specifically decide to share with X network(s) as
opposed to other people you might know online or face-to-face?



iii. Do you choose to share different parts of your experience with
different groups?
4. How do people in the network engage with shared content?

5. What is the purpose of the groups you are a part of?

Threats to Sharing.

1. Thinking back to the times you have shared stories and information about
your negative experiences online, were you worried about anything bad
happening when you posted?

a. Ifyes:
i. What bad things were you worried about?
ii. What decisions and tradeoffs did you consider when sharing with
this group?
iii. What things about the group made you feel safe/unsafe when shar-
ing?

2. Have you, or someone you know from the groups you are in, ever experi-
enced negative consequences as a result of sharing your story with these
groups?

a. If yes: could you tell me what happened?

3. What do you see as the threats to the goals/purpose/existence of the digital
reporting networks you’re a part of?

Trust.

1. What are specific things you do to figure out if you can trust someone in
the group?

2. How do you know you can trust the information someone shares with you
or with the whole network?

a. What specific things do you do to make decisions about the integrity of
the information shared?

3. Have you ever been wrong about whether or not someone or some piece
of information shared was trustworthy?

a. If yes: Could you tell me more? How was your intuition wrong?

4. If you were to believe that someone in the network wasn’t trustworthy,
or that some piece of information shared could not be trusted, what if
anything would you do?

Security.

1. Are there particular ways in which the members of the network work
together to protect themselves against the concerns you described earlier?
a. Ifyes:
i. What do they do?
ii. How effective do you think those approaches are?
iii. Who decides what concerns to prioritize and ultimately try to ad-
dress?
b. If no:
i. Do you think there is a reason for that?
ii. What do you think would make it easier for the members of the

network to protect themselves from the concerns you described
earlier?
2. How safe have you felt overall in sharing your experience with the digital
reporting networks you’re a part of?
3. Do you feel that technology makes discussing abuse and other sensitive
topics easier or harder? Explain.
4. Is there something you would like to see improved or changed about these
groups?

B Codebook

Our codebook is located here: https://osf.io/we87h/overview?view_
only=bldb57f8e0d545e890039997815bf4ce

C

Participant Demographics

This is some demographic information on our participants:

PID Industry Sector/Role Gender Race

Pl Arts Acting Woman White

P2 Industrial Construction Man Black

P3 Service Domestic work Woman Black

P4 Service Domestic work Woman Black

P5 Service Restaurant worker Man Black

P6 Engineering Computer security Man Asian

P7 Academia Programming Man Native American
P8 Academia Science Woman Black

P9 Engineering  Electrical engineering Man Black
P10 Law Paralegal Man Black
P11 Hospitality Hotel worker Woman White
P12 Healthcare Resident Man Black
P13 Journalism Magazine writing Man Asian
P14 Healthcare Sports physio Man Latino
P15 Arts Photography/modeling ~ Woman White; Latina
P16 Healthcare Psychology Woman White
P17 Healthcare Physician’s assistant Woman White

D

Recruitment Materials

This is our recruitment flyer:

Stanford University

PARTICIPATEIN A
PAID INTERVIEW STUDY

£
fi
If you have experienced workplace or work-related harm such as:
« Physical violence
* Harassment
« Scams
« Nonpayment

« Hostile work environment
« or similar

via:
« social media

a messaging group

an online forum

an online document

or similar

We would like to talk with you about how you shared your experiences in a 1
hour interview. Sign up via the link or QR code:

https://bit.ly/4acsir5j

You will receive a $30 Amazon gift card after the interview.

You will not be asked your name, the name of your employer, or the name of groups Bl
or people involved. You can sign up with a non-institutional email address.

Learn more: http://digitalsafetyresearch.su.domains/



https://osf.io/we87h/overview?view_only=b1db57f8e0d545e890039997815bf4ce
https://osf.io/we87h/overview?view_only=b1db57f8e0d545e890039997815bf4ce
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